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1 Description of the Project

A description of the terms used below is provided in the following sections. We will
denote the pseudorandom number generator as PRNG. Many of the concepts discussed
here appear (possibly with slight differences in wording) in the manuscript [3], parts of
which are available on Moodle.

TASK For minimum of 3 generators (including min. one that is not described in
this document) perform the selected statistical tests. Consider using the x* test (com-
puting the x? statistic), the Kolmogorov-Smirnov test (computing thebibliography D,
statistic), serial test, birthday spacing test, collision test. Compare the generators by
comparing the appropriate p-values. Use at least 3 tests, including min. 1 test that is
not described in this document. Consider one of the tests available in the DieHarder
package, described at:

https://sites.google.com/site/astudyofentropy/background-information/the-tests/
dieharder-test-descriptions
or they are contained in Nist Test Suite, described in [5] available also at

http://www.math.uni.wroc.pl/ lorek/teaching/files/nistspecialpublication800-22rla.pdf
Describe everything in a report in .pdf format, attach also a working implementation.
The report should include at least a brief explanation of all the methodologies used,
without repeating the detailed descriptions of tests and generators provided in this
document. The report must not exceed 10 pages. Clearly specify the parameters selected
for the generators and provide justification for those choices. The report can earn a
maximum of 10 points, distributed as follows:

e 6 points for the quality of results and justifications,
e 3 points for the structure, clarity, and readability of the report,
e 1 point for code quality and reproducibility of results.

Make sure the report clearly indicates which parts of the code correspond to specific
sections of the results. While not required, it is recommended to highlight the runtime
of the code.
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2 Appendix

This section can be used as additional help during your work on the project. Therein
you can find description of generators, tests, as well as second-level testing (which is not
mandatory in the project).

2.1 Testing pseudorandom number generators via empirical tests

There are many tests for PRNGs. They can be divided into two categories: empirical
tests and theoretical tests. Theoretical tests require knowledge about the way the
generator operates, but the sequence of numbers itself does not have to be generated at
all, the good ones are usually hard to find. In turn, empirical tests are performed on the
sequences obtained from the PRNG, no knowledge of how they were actually genereted
is needed.

Different tests make different assumptions about the input numbers:

a) these are numbers with a distribution on the interval (0,1) (with some fixed pre-
cision), let’s denote such numbers by wuy, us, .. .,

b) these are numbers with a discrete distribution on the set {0,1,..., M —1} (usually
M is a power of 2), let’s denote such numbers by y1,vs, . . .,

¢) it is a sequence of bits, i.e., numbers with values {0, 1}, let’s denote such numbers

by bl, bg, P

In turn, different PRNGs may also output numbers in one of the three above forms as an
output. Therefore, it is sometimes necessary to convert between these formats. Suppose
M = 2%, the numbers uy, us, . . . are binary expansions of k, then the conversion between
a) and b) is as follows

_w

=

In turn, e.g., converting y; into a sequence of bits: from y; we get k bits - it is simply a
binary expansion of the number. Similarly - from any £ bits we will write the number

yi € {0,1,..., M —1}.

Yi = LMUZL U;

2.1.1 p-value

In context of ¥*: we may test the following hypothesis:

H, the observations are independent, each is from category s with probability ps,

H, the observations are not sampled from such distribution.

What is the prob. that if the observations are indeed independent and come from this
distribution we would observe something > {*(0bs)? It is
p = Prx’*(k — 1) > *(obs))

(what we read from the tables). The small p-values mean that observing x*(obs), or
something larger, is small. Most often in testing hypotheses, after setting the confidence
level to « (typically 0.05 or 0.01), we reject the hypothesis Hy if p < . In PRNG testing,
we usually do not reject the hypothesis, but compare p-values of different PRNGs.
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2.1.2 Empirical tests — second-level testing

In the tests described below, we get one p-value. The idea behind second-level testing
is as follows. Suppose we have a sequence (a result of PRNG) of length R' = Rn. We
split it into R subsequencess, each of length n. For each subsequence, we calculate the
appropriate statistic and its corresponding p-value. Assuming H, (that the sequence is
from the uniform distribution, depending on the format: on (0,1), on {0,..., M — 1}
or on {0,1}), the obtained p-values pi,ps,...,pr are independent random variables
with the distribution ¢(0,1). We are now testing this hypothesis. Following NIST
recommendations, we split [0,1] into s = 10 equal parts P = {P,}scq1,..s}, Where

Bz{z_l,f),lgg.

S S

Then for ¢ € {1,...,s} we define E; =

(observed number of p-values in P;):

» | =

(expected number of p -values in P;) and O;

O;=Wj:pje P, 1<j<R}

Ultimately we calculate the chi-square statistic

2 (05— Ey)?
X~ (obs) = ZZ:; —Ei

and the final p-value

Pinal = P(x*(s — 1) > X(obs)?),
where x*(s — 1) is a random variable with the x® distribution with s — 1 degrees of
freedom.

It is recommended to generate R = 1000-10000 of seqeunces of length n = 22°-232,

2.1.3  y* test

Suppose we have n observations (PRNG-generated sequence), each is from one of the k
possible categories. Let Y, be the number of observations from the s category, and let
ps be the probability of falling into the s category. For large n we expect that

Y, & nps.
Assuming that the observations are independent and each indeed falls into the s category
with prob. p,, statistics
k
e=3 (Y; — npi)®
i=1 "pi

has y? distribution with & — 1 degrees of freedom, which we will denote as x*(k — 1).
Built-in libraries can be used to compute p-values.
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2.1.4 Kolmogorov-Smirnov test

Suppose that a random variable X has a continuous distribution with cdf Fx(z). Also
suppose we have n observations X1,..., X, and we want to test whether they are inde-
pendent and come from Fx(z). Define empirical distribution function of F,(z) as

n

E,(z) = 1 d1X <),

n <
i=1

The Gliwienko-Cantelli theorem states that if Xi,..., X, is a sample from distribution

Fx, then

sup |Fn(a7) — F(x)] =0, n— oo,
zeR

with probability 1. Moreover, statistics

D, = v/nsup|Fy(x) — F(z)]

zeR

converges, when n — 0o, to a known distribution:

PT(Dn <t)—- H({t)=1- Z(_l)i—le—2i2t7

i=1
H is the cdf of the Kolmogorov-Smirnov distribution.

For a discrete distribution, the way D,, is computed is given in [3].

2.1.5 Frequency monobit test

Suppose we have a bit sequence by,bs,...,b; € {0.1}. We convert the sequence to
x1,Xa, ... with values {—1, 1} via z; = 2b; — 1. Our test statistic is
ob9) = =3
Sn(0bs) = — X;.
vn i=1
If by,0bq,... are realizations of independent random variables uniformly distributed on
{0,1}, then x,zs, ... are realizations of independent random variables uniformly dis-

tributed on {—1, 1}, thus the s,(obs) statistic has (from CLT) approximately A(0,1)
distribution. Thus, the p-value is

p = Pr(IN| > [sn(0bs)[) = 2(1 = ¢(|sn(0bs)|),

where N is a standard normal A (0, 1) random variable, and ¢ is its cdf.

2.1.6 Frequency of pairs test

This test checks the distribution of pairs of elements. Suppose y; € {0,1,..., M — 1},
we split the data into m pairs:

(yla y?)a (y37 y4)7 ceey (ymela me)

Then we count the number of occurrences of each of the pairs (¢,7),0 < ¢,7 < M and
we use the x? test with M? — 1 degrees of freedom.

The test can easily be extended to test any tuples (see manuscript [4] and/or [3]).
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2.1.7 Birthday spacing test

Let’s write down the birthdays of the n individuals Y7, ...,Y,, € {1,...,k} and put them
in a non-decreasing order Y(;) < ... <Y(,). Let’s define the spacings

S1=Ye) = Yy, - Sa1 = Yoy = Yoo,

Let K be the number of equal spacings (i.e., the number of j’s such that S¢;) = S(;_1),
where S1), S(2), . .. a sequence Sy, Ss, . .. sorted non-decreasingly).

e It turns out that if n is large and A = n®/(4k) is small, then assuming the uni-
form distribution of Y; (hypothesis H;) the variable K has approximately Poisson
distribution with parameter \. Thus, if we observe K (obs) of equal spacing, then
p-value is

y—1 j
Pr(K > K(obs)|Ho) = 1 — ) %E—A.

5 J:

j=0

e Knuth [1] suggests k = 512 = 2? and n = 2*°. The probabilities of the number of
equal spacings are given in Fig. 1. Using these probabilities a chi-square test can
be applied.

s 0 1 2 >3
Pr(K =s) | 0.368801 | 0.369035 | 0.183471 | 0.078692

Figure 1: Probabilities for the birthday spacing test, n = 2% k = 2°

2.1.8 Collision test
See [4] or [3].

2.1.9 Poker test
See [4] or [3].

2.2 Pseudorandom number generators

e We will consider the results of the following PRNGs (most for self-implementation,
described in Section 2.2). If the seed has not been specified - the choice is yours.

- LCG(13,1,5)
— LCG(2Y,3,7)
— GLCG(2',{3,7,68})

— Excell’s one:
w; = (0.9821u;_1 + 0.211327) mod 1

a) with seed up =0
b) with seed uo = 1812433253
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— RC4(32), consider two versions

i) Initialize with one key (e.g., some function of current time etc.) and then
test the PRGA result, which should be as long as you need.

ii) Concatenation of shorter (fix a length) PRGA results ' K =0,1,2,. ..
2.2.1 LCG(M,a,c)
Linear congruential generator (LCG) changes its state according to the recurrence

x, = (ax,_1 + ¢) mod M

Initial state: xg

2.2.2 GLCG(M,{a;}%_,
Generalized LCG changes its state according to the recurrence
Ty = (1Tp_1 + ... axx,_g) mod M

Initial state: xg,x1,..., 21

2.2.3 RC4(m)

RC4 (we will omit (m) in the description) is the so-called stream cipher?, which
can be used as a PRNG. Let’s denote [m] :={0,1,...,m — 1}.

Its so-called internal state is (S, 4, j), where S is a permutation of [m] and i, j € [m]
are indices. As input, the algorithm takes the key K: L numbers, each from [m]
(we can think that the key is an additional parameter of our PRNG). Next:

— KSA (Key Scheduling Algorithm) initializes S with an identity permutation,
then uses K to change S to another permutation (intended to be textsl
random).

— PRGA (Pseudo Random Generation Algorithm) returns the items of this
permutation while updating it.

KSA and PRGA are shown in Fig. 2. In the original RC4 we have m = 256,
while the numbers returned by PRGA are “ XORed ” with the message giving the
cryptogram. RC4 used in PRNG mode simply returns PRGA output.

it is related to the so-called “key-related attacks’, see https://en.wikipedia.org/wiki/
Related-key_attack
Zhttps://en.wikipedia.org/wiki/Stream_cipher
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KSA(K) PRGA

fori:=0tom —1do

Sli] =1

end for while r € N, do

1 =1+1

j:=0 j =7+ S[i

for i :=0tom —1do swap(S[i], S[j])
Ji=J+ S| + K[i mod L] Y, « S[S[i] + S[j]]
swap(S[i], S[j]) end while

end for

1,7:=0

output

Figure 2: RC4: KSA i PRGA. All additions are computed mod m.

In a second-level testing approach and in version ii) (where one is supposed to
use keys K =0, 1,...) it may be done in the following way: we run the algorithm
R times for consecutive keys K = 0,1,..., R — 1, each returning a sequence of
length n.

(fixed key K should be the sequence K|0],..., K[L] of numbers from {0,...,31}
(for m = 32)).

Remark. RC4 with m = 256 was used heavily until recently. If in KSA we replace
the line j := j+ S[i]+ K[i mod L] with j := random(m), then this algorithm can
be thought of as card shuffling. In the i-th step, we swap the card in position i
with a card in a random position. This shuffling scheme is known and it is called
Cyclic-To-Random shuffle. It is known that O(mlgm) steps are needed to get a
uniform permutation. However, the KSA only makes m steps, which is one of its
serious shortcomings.
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